
Chapter 11
Syslog and Log Files
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Log files

>Execution information of each 
services
– sshd log files
– httpd log files
– ftpd log files

>Purpose
– For post tracking
– Like insurance
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Logging Policies

>Common schemes
– Throw away all log files
– Rotate log files at periodic intervals

– Archiving log files

#!/bin/sh
/usr/bin/cd /var/log
/bin/mv logfile.2.gz logfile.3.gz
/bin/mv logfile.1.gz logfile.2.gz
/bin/mv logfile logfile.1
/bin/cat /dev/null > logfile
/bin/kill –signal pid
/usr/bin/gzip logfile.1

0  3  *  *  *   /usr/bin/tar czvf /backup/logfile.`/bin/date +\%Y\%m\%d`.tar.gz /etc



4

Finding Log Files

>Ways and locations 
– Common directory

• /var/log, /var/adm

– Read software configuration files
• Ex: httpd.conf

TransferLog /home/www/logs/access.log

– See /etc/syslog.conf
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Under /var/log in FreeBSD (1)

You can see that under /var/log …

That is because syslogd …
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Under /var/log in FreeBSD  (2)

Why it rotates? That is because the newsyslog facility …

tytsai@tybsd:/etc> grep newsyslog crontab
0       *       *       *       *       root    newsyslog
tytsai@tybsd:/etc>

newsyslog.conf

# logfilename          [owner:group]    mode count size when   flags 
/var/log/cron                           600     3       100  *         Z
/var/log/amd.log                        644     7       100  *         Z
/var/log/auth.log                       600     7       100  *         Z
/var/log/lpd-errs                       644     7       100  *         Z
/var/log/maillog                        640     7       *      @T00 Z
/var/log/sendmail.st                    640     10     *      168     B
/var/log/messages                       644     5       100  *         Z
/var/log/all.log                        600     7       *      @T00 Z
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Vendor Specifics

>FreeBSD
– newsyslog utility
– /etc/periodic

>Red Hat
– logrotate utility
– /etc/logrotate.conf, /etc/logrotate.d directory

tytsai@linux3:/etc/logrotate.d> less amd
/var/log/amd.log {

create 0640 root security
daily
rotate 10
notifempty
missingok
compress

}
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Files Not to Manage

>You can manage most log files 
yourself, except…
– /var/log/lastlog (/var/adm/lastlog)

• Record of each user’s last login

– /var/run/utmp (/etc/utmp)
• Record of each user that is currently 

logged in
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Syslog –
The system event logger (1)

>Two main functions
– To release programmers from the tedious of writing log 

files
– To put administrators in control of logging

>Three parts:
– syslogd, /etc/syslog.conf

• The logging daemon and configure file

– openlog, syslog(), closelog()
• Library routines to use syslogd

– logger
• A user command that use syslogd from shell
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Syslog –
The system event logger (2)

/var/run/log

tytsai@tybsd:/var/run> ls -al | grep log
srw-rw-rw- 1 root  wheel        0 Nov  7 15:12 log=
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Configuring syslogd (1)

>Basic format
– selector <Tab> action

• Selector:  program.level
> Program: the program that sends the log 

message
> Level: the message severity level

• Action: tells what to do with the message

– Ex:
• mail.info /var/log/maillog
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Configuring syslogd (2)

> selector
– Syntax: facility.level

• Facility and level are predefined
(see next page)

– Combined selector
• facility.level
• facility1,facility2.level
• facility1.level;facility2.level
• *.level

– Level indicate the minimum importance that a message 
must be logged

– A message matching any selector will be subject to the 
line’s action
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Configuring syslogd (3)
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Configuring syslogd (4)

> Action
– filename

• Write the message to a local file
– @hostname

• Forward the message to the syslogd on 
hostname

– @ipaddress
• Forwards the message to the host at that IP 

address
– user1, user2

• Write the message to the user’s screen if 
they are logged in

– *
• Write the message to all user logged in
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Configuring syslogd (5)

>Ex:

*.emerg /dev/console
*.err;kern,mark.debug;auth.notice;user.none /var/adm/console.log
*.info;kern,user,mark,auth.none @loghost
*alert;kern.crit;local0,local1,local2.info root

lpr.err /var/adm/console.log
@loghost
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Configuring syslogd (6)

>Output of syslogd
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Software that use syslog
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FreeBSD Enhancement (1)

>Facility name
– FreeBSD allows you to select messages based on 

the name of the program

>Severity level

!named
*.* /var/log/named.log
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FreeBSD Enhancement (2)

>Restriction log messages from 
remote hosts
– syslogd –a *.csie.nctu.edu.tw –a 140.113.209.0/24
– rc.conf

syslogd_flags="-a 140.113.209.0/24:* -a 140.113.17.0/24:*"


	Chapter 11Syslog and Log Files
	Log files
	Logging Policies
	Finding Log Files
	Under /var/log in FreeBSD (1)
	Under /var/log in FreeBSD  (2)
	Vendor Specifics
	Files Not to Manage
	Syslog –The system event logger (1)
	Syslog –The system event logger (2)
	Configuring syslogd (1)
	Configuring syslogd (2)
	Configuring syslogd (3)
	Configuring syslogd (4)
	Configuring syslogd (5)
	Configuring syslogd (6)
	Software that use syslog
	FreeBSD Enhancement (1)
	FreeBSD Enhancement (2)


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <FEFFd5a5c0c1b41c0020c778c1c40020d488c9c8c7440020c5bbae300020c704d5740020ace0d574c0c1b3c4c7580020c774bbf8c9c0b97c0020c0acc6a9d558c5ec00200050004400460020bb38c11cb97c0020b9ccb4e4b824ba740020c7740020c124c815c7440020c0acc6a9d558c2edc2dcc624002e0020c7740020c124c815c7440020c0acc6a9d558c5ec0020b9ccb4e000200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee563d09ad8625353708d2891cf30028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f003002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c4fbf65bc63d066075217537054c18cea3002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f3002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


