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» Support
* Vendors This web page contains a list of released FreeBSD Security Advisories, See the FreeBSD Security
Software Information page for general security information about FreeBSD.
Hardware Issues affecting the FreeBSD Ports Collection are covered in the FreeBSD VuxML document.
Consulting
Internet Service Date Advisory name
Providers 2014-11-04 FreeBSD-SA-14:24.sshd
Miscellaneous 2014-11-04 FreeBSD-SA-14:25,setlogin
» Securits{l 2014-11-04 FreeBSD-5A-14:26.ftp
Information 2014-10-21 FreeBSD-SA-14:23.0penss|
Advisories 2014-10-21 FreeBSD-SA-14:22.namei
Errata Notices 2014-10-21 FreeBSD-5A-14:21 routed
E_UFM 2014-10-21 FreeBSD-5A-14:20.rtsold
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Unsupporte i
Releases 2014-09-09 FreeBSD-SA-14:18.openssl
2014-07-08 FreeBSD-SA-14:17.kmem
How to read
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» Bug Reports

Submit a
Froblem Report 2014-04-30 FreeBSD-SA-14:09.openssl
» Web Resources 2014-04-30 FreeBSD-5A-14:08.tcp
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FreeBSD Security Advisories

 Advisory

» Security information
L Where to find it

* Web page (Security Advisories Channel)

» http://www.freebsd.org

(:) Fr‘eeBSD The Power To Serve

Home About Get FreeBSD D ation

ity Developers

The FreeBSD Project

FreeBSD is an advanced computer
operating system used to power modern
servers, desktops and embedded
platforms. A large community has
continually developed it for more than
thirty years. Its advanced networking,
security and storage features have made
FreeBSD the platform of choice for many
of the busiest web sites and most
pervasive embedded networking and
storage devices.

» Learn More

» Get the FreeBSD Journal
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2014-11-14
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2014-11-02
FreeBSD 10.1-RC4
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2014-11-02
FreeBSD turns 21 today!
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2014-10-14
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Ottawa, Canada
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J Where to find it

» freebsd-security-notifications Mailing list
» http://lists.freebsd.org/mailman/listinfo/freebsd-security-notifications
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Suhscribing to freehsd-security-notifications

subacribe to freebed-secunty-notifications by filling out the following form. T ou will be sent emnail requesting confirmation, to prevent others from gratutously
subscribing yvou. This 15 a hidden list, which means that the list of members 15 avalable only to the list admimistrator,

\
@address: ))

Teur name (optionall.

Fou may enter a privacy password below. This provides only mild security, bt should prevent others from messing
with your subscription. Do not use a valuable password as it will occasionally be emailed back to you in cleartext.

If wou choose not to enter a password, one will be antomatically generated for wou, and it will be sent to Fou once
you've confirmed your subscription. ¥You can always request a mail-back of your password when you edit your
personal options.

Pick a password:
Eeenter password to confirm:
Which language do you prefer to display wour

messages? Enghsh (U54)
Would yvou lilke to recetve st mail batched in a daily . .
digest? 3 Mo 0 Yes
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FreeBSD Security

Advisories
d Example
» openssl
FreeB5D-54-10:10.0penzz] secnrity Advizory
The FreeESD Project
Topic: CpenssL multiple volnerabilities
Category: contrib
Hodnle: openasl
dnnounced: A010-11-29
Credits: Georei Guninzki, Eob Holawit
bffects: FreeBSD 7.0 and later
Corrected: 2010-11-26 22:50:58 TTC
A010-11-29 20:43:06 UTC (]
Z010-11-29 20:43:06 TTC A
A010-11-28 13:45:51 TUTC \ THBLE]
A010-11-29 20:4%:06 TUTC (T -FELELSE - pé
A010-11-29 20:43:06 UTC ] i LSBT 16

CVE Name: -2010-2939, CVE-2010-35
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Advisories

d CVE-2010-3864
o http://web.nvd.nist.gov/view/vuln/detail?vulnld=CVE-2010-3864

National Cyber-Alert System

Yulnerability Summary for CVE-2010-3864
Original release date: 11/17/2010

Last revised: 12/10/2010
Source: UsS-CERT/MNIST

Overview

Multiple race conditions in ssl/tl_lib.c in Openssl 0.9.8f through 0.9.80, 1.0.0, and 1.0.0a, when multi-threading
and internal caching are enabled on a TLS server, might allow remote attackers to execute arbitrary code via
client data that triggers a heap-based buffer overfiow, related to (1) the TLS server name extension and (2)
elliptic curve cryptography.

Impact
CWES Severity (version 2.0);

CVS88 v2 Base Score: 7.6 (HIGH) (AW NACHMAW N ST CAA T (legend)
Impact Subscore: 10.0

Exploitability Subscore: 4.3


http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2010-3864
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d Example
* Problem Description

[. Backeround

FreeBSD includes goftware from the OpenSSL Froject. The OpensSsSLh Project is
a collaborative effort to develop a robuat, commercial-grade, full-featured
Open Source toolkit implementing the Secure Sockets Laver (S5l v2/v3)

and Transport Laver Security (TLS 1) protocols as well az a full-z2trength
general purpoge cryptography library.

II. Problem Dezcription

4 race condition existe in the OpenSSL TLS zerwver extenzion code
parzing when uzed in a multi-threaded application, which uzes

COpensel's internal caching mechanizm. The race condition can lead to
a buffer overflow. [CVE-2010-3564]

4 double free exigte in the 550 client ECDH handling code, when

proceszing epecially crafted public keve with invalid prime
numbers, [CVE-2010-2939]



FreeBSD Security
Advisories

d Example
 Workaround
I[TT. Impact
For affected server applicationz, an attacker mav be able to ntilize

the buffer overflow to crash the application or potentially run
arbitrary code with the privileges of the application. [CVE-2010-3864].

[t may be pozsible to caunze a DoS or potentially execnte arbitrary in
the context of the nzer connection to a malicious SSL zerwver.

[CVE-2010-2939]
IV. Workaround

Neo workaround ig available, bot CVE-2010-3864 only affects FreeBSD 8.0
and later.

It ghould alzo be noted that CVE-2010-3864 affects neither the Apache
HTTP server nor Stunnel.
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d Example

Solution
» Upgrade to
» Source code patch
» Binary patch

V. Solution

Ferform one of the following:

1) Upgrade vour wnlnerable system to 7-STAELE or &-STAELE, or to the
RELENG_3_1, RELENG_&_0, RELENG_7_3, or RELENG_7_1 securitv branch
dated after the correction date.

21 To update vour vuolnerable systen via a source code patch:

The following patches hawve been werified to apply to FreeBSD 7.1, 7.3,
8.0 and &.1 avatensz.

a) Download the relevant patch from the location below, and verify th
detached PGP signature uzing your PGP utility.

[4+]

[FreeBSD 7.%]
# fetch http:/fzecurity.FreeBSD.orefpatches/S8-10: 107 opengz1¥. patch
# fetch http:/fzecurity.FreeBSD.org/fpatches/SA-10: 10/ openzsl?. patch.a

[

[FreeBSD 8.%]
# fetch http://zecurity.FreeBSD.ore/patches/S4-10: 10/ openzzl. patch
# fetch http:/fzecurity.FreeBSD.orefpatches/S4-10: 10/ openzal.patch.azk

by Execute the following commandz as root:

# cd fusrfarc

# patch < fpath/tofpatch

¥ cd fusr/erclfzecure/lib/libasl

# make obj & nake depend &% make &% make inztall

NOTE: On the amd6d platform, the above procedure will not update the
11b32 {1386 compatibility) libraries. On and6d systems vhere the 1386
compatibility libraries are nzed, the operating svatem should inztead
be recompiled az described in

<IRL :http:/ fwww FreeBSD. orgfhandbook/makeworld. htnl=

3) To update wour vulnerable systen via a binary patch:

Systens running 7.1-EELEASE, 7.3-REELEASE, &.0-RELELSE or &.1-RELEASE
on the 1386 or and6d platforms can be updated via the
freebad-update(d) wtility:

# freebad-update fetch
# freebad-update inztall
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Common Security Problems

 Software bugs
* FreeBSD security advisor
 portaudit (ports-mgmt/portaudit)

L Unreliable wetware
* Phishing site

L Open doors
« Account password
e Disk share with the world



portaudit (1)

d portaudit
» Checks installed ports against a list of security vulnerabilities

« portaudit —Fda
» -F: Fetch the current database from the FreeBSD servers.
» -d: Print the creation date of the database.
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» -a: Print a vulnerability report for all installed packages.

4 Security Output



portaudit (2)

U portaudit -Fda

auditfile.tbz 100% of 58 kB 38 kBps

New database installed.

Database created: Tue Nov 17 16:50:00 CST 2009

Affected package: libpurple-2.5.8

Type of problem: pidgin -- MSN overflow parsing SLP messages.

Reference: <http://portaudit.FreeBSD.org/59e7af2d-8db7-11de-883b-001e3300a30d.html>
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Affected package: finch-2.5.8
Type of problem: pidgin -- MSN overflow parsing SLP messages.
Reference: <http://portaudit.FreeBSD.org/59e7af2d-8db7-11de-883b-001e3300a30d.html>

2 problem(s) in your installed packages found.

You are advised to update or deinstall the affected package(s) immediately.

O http://www.freshports.org/<category>/<portname>
 http://lwww.freshports.org/databases/postgresql84-server/



portaudit (3)
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't details

o Lserver 8.4.15 1 databases T=17 A &
The rost advanced open-source databasze available anyrwhere
Maintained by: pzsgqli@FreeBSDorg O
Port Added: 07 Jul 2009 22:30:532
License: not specified in port

600 kW of N+1 redundant UPS power

THE MEW YORK INTERMET COMPANY l”ﬂ/N1
TEL: BO0.28B.7387 SITE: WWW.HYI.NET i

Postgrel3(L is a sophisticated Object-Relational DEM3, supporting
almost all 3QL constructs, including subselects, transactions, and
user-defined types and functions. It iz the most advanced open-source
databasze awvailable anywhere. Commercial Support iz also awvailable.

The original Postgres code was the effort of many graduate students,

EELCA PR T v LRV N T LT AT ) PN B N X R TR U LT T A TR R T YT xS am mr o aas plmas e =l e e =




Common trick

O Tricks

e ssh scan and hack
» ssh guard
» sshit
> ...

» Phishing

o XSS & sqgl injection
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1 Objective
e Spam
e Jump gateway
* File sharing



Process file system - procfs

load averagez: 0.00
starting, | running, _
0. 2% ussr, D.0% nice, 1.7% syste 7R interrupt, 97.4% 1dle
Mem: 305M Active, 1402M Inact, 215M Wired, 8 ache, 112M Buf, 3016K Free
Swap: 40%96M Total, 352K Used, 40%6M Free

PID USERMAME  THR PEI MICE  SIZE v : WCPL COMMAND
4576 tyhsieh 1 76 O 1964K A52K selec 1, 00% httpd
4566 tyhsieh T6 1612 13 elect O 5: 13 0.00% httpd
4584 tyhsieh T8 O 1996K  1052K select © 224 0.00% httpd

L Procfs

» A view of the system process table
* Normally mount on /proc

e mount —t procfs proc /proc

hsce[/proc/4566] -chiahung- ls -al
total O

dr-ar-ar-1 | tyhsieh
dr-xr-ar-2 1 root

o

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

2

ra

L

P L) LR 1

L

> thome/tyhsieh/ . etcdird . etcvar/ . etcesec/ etcovar/htipd

2

2

v w3 e Led L) Led Led Ll

S rlimit
3 =tatus

=

;|
vl

r

~T==T==F=--




Simple SQL injection example

1 User/pass authentication

SELECT * FROM usrTable
WHERE user =
AND pass = ;
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 No input validation

SELECT * FROM usrTable
WHERE user = ‘test’
AND pass = ‘a’ OR ‘a’ = ‘a’



setuid program

 passwd

zfs[~] -chiahung- 1s -al /usr/bin/passwd
-1-Sr-Xr-x 2 root wheel 8224 Dec 5 22:00 /usr/bin/passwd

 /etc/master.passwd is of mode 600 (-rw------- ) !

[ Setuid shell scripts are especially apt to cause security
problems

* Minimize the number of setuid programs

/usr/bin/find / -user root - perm -4000 - print |
/bin/mail -s “Setuid root files username

» Disable the setuid execution on individual filesystems
» -0 hosuid



Security I1ssues

O /etc/hosts.equiv and ~/.rhosts

1 Trusted remote host and user name DB

» Allow user to login (via rlogin) and copy files (rcp) between machines
without passwords

'®)
o
3

S
S
1
O
o)

e Format:
» Simple: hostname [username]
» Complex: [+-][hostname|@netgroup]
[[+-][username|@netgorup]]

« Example
» bar.com foo (trust user “foo” from host “bar.com”)
» +@adm_cs_cc (trust all from amd_cs_cc group)

» +@adm_cs_cc -@chwong

d Do not use this



Why not su nor sudo?

 Becoming other users
» A pseudo-user for services, sometimes shared by multiple users
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User_Alias newsTA=wangyr
Runas_Alias NEWSADM=news
newsTA ALL=(NEWSADM) ALL

e sudo —u news S (?) Too dirty!

 /etc/inetd.conf

» login stream tcp nowait root /usr/libexec/rlogind rlogind
e ~notftpadm/.rhosts

» localhost wangyr
 rlogin -l news localhost




Security tools

d nmap

4 john, crack
d PGP

d CA

a...
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d Firewall
O TCP Wrapper
a...



TCP Wrapper

[ There are something that a firewall will not handle
« Sending text back to the source
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L TCP wrapper

« Extend the abilities of inetd
» Provide support for every server daemon under its control

* Logging support
e Return message
» Permit a daemon to only accept internal connetions



TCP Wrapper

d TCP Wrapper

* Provide support for every server daemon under its control
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Waitarlaitung Start der

o

de

Anfordarung Zum Damonen
aus dem Netz TCP-Wrapper

tcpd talke

Zugangsragealn fin
hosts.allow
hosts.deny

d



TCP Wrapper

[ To see what daemons are controlled by inetd, see
fetc/inetd.conf

#ftp stream tcp nowait root /usr/libexec/ftpd ftpd -1
#ftp stream tcpb nowait root /usr/libexec/ftpd ftpd -1
#telnet stream tcp nowait root /usr/libexec/telnetd telnetd
#telnet stream tcpbd nowait root /usr/libexec/telnetd telnetd
shell stream tcp nowait root /Jusr/libexec/rshd rshd

#shell stream tcpb nowait root /usr/libexec/rshd rshd

login stream tcp nowait root /usr/libexec/rlogind rlogind
#login stream tcpb nowait root /usr/libexec/rlogind rlogind

L TCP wrapper should not be considered a replacement of a
good firewall. Instead, it should be used in conjunction with
a firewall or other security tools



TCP Wrapper

d To use TCP wrapper
1. inetd daemon must start up with “-Ww” option (default)
Or edit /etc/rc.conf ‘netd enable="YES"
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inetd _flags="-wW"
o Edit /etc/hosts.allow
» Format:
daemon:address:action

— daemon is the daemon name which inetd started
— address can be hostname, IPv4 addr, IPv6 addr
— action can be “allow” or “deny”

— Keyword “ALL” can be used in daemon and address fields to means
everything



/etc/hosts.allow
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[ First rule match semantic

* Meaning that the configuration file is scanned in ascending order for
a matching rule

* When a match is found, the rule is applied and the search process
will stop

 example

ALL : localhost, loghost @adm_cc cs : allow

ptelnetd pftpd sshd: @sun_cc_cs, @bsd cc_cs, @linux _cc_cs : allow
ptelnetd pftpd sshd: zeiss, chbsd, sabsd : allow

1dentd : ALL : allow

portmap : 140.113.17. ALL : allow

sendmail : ALL : allow

rpc.rstatd : @all cc_cs 140.113.17.203: allow

rpc.rusersd : @all cc_cs 140.113.17.203: allow
ALL : ALL : deny



/etc/hosts.allow
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 Advance configuration

» External commands (twist option)
» twist will be called to execute a shell command or script

# The rest of the daemons are protected.
telnet : ALL \
: severity auth.info \
: twist /bin/echo "You are not welcome to use %d from %h."

» External commands (spawn option)
» spawn is like twist, but it will not send a reply back to the client

# We do not allow connections from example.com:

ALL : .example.com \
: spawn (/bin/echo %a from %h attempted to access %d >> \
/var/log/connections.log) \
: deny



/etc/hosts.allow

* Wildcard (PARANOID option)

» Match any connection that is made from an IP address that differs from
its hostname
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# Block possibly spoofed requests to sendmail:
sendmail : PARANOID : deny

[ See

* man 5 hosts_access
e man 5 hosts_options



When you perform any change.

?
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D Phllosophy Of SA Backup before changing [*

e Know how thlngS k Think your fallback
really work. !

* Plan it before you Applytchtangg In new I“e Restore Procedures

: | Oon'estenvironmen Think another solution
do it.
Y 'y [
e Make it reversible [ Restart the system

» Make changes
Incrementally.

o Test before you
unleash it .

No No

s everything fine

[ Run Test

[ Apply to Real system

‘
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