The Network File System
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NFS

O Share filesystem to other hosts via PC Sun
Server
network (] bog
4 NFS History L= I 2

» Introduced by Sun Microsystems
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* Originally designed for diskless 2ne

client-server architecture
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The PC then starts the appropriate X-Server

§ g g g using the MAC address as a key
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Components of NFS
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* Mounting Protocol

e Mount Server
 Daemons that coordinate basic file service

* Diagnostic utilities



Components of NFS -
mounting protocol (1)

J NFSvl

* Sun Micro internal project for in-house experimental purposes.

J NFSv2

* Synchronous write

V2 NFS server must commit each modified block to disk before
replying to NFS client

» Cause long delay when there 1s a NFS write operation

d NFSv3 in 1990s

* Asynchronous write

» Provide increase performance and better support for large files

1 NFSv4 in 2000s
e Auvailable in FreeBSD 8.1-R
» Stateful protocol
» Unicode support



Components of NFS -
mounting protocol (2)

O Sun’s ONC distributed computing standards
« NFS client > RPC = Transport Layer = ...

e Transport Layer
» UDP: Lack congestion control

» TCP: become more suitable
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Components of NFS -
mounting protocol (3)

O Advanced NFS feature support by OS

System NFSv3 TCP Default
FreeBSD Yes Yes UDP
Linux (debian) | Yes Yes UDP
Solaris Yes Yes TCP
SunOS No No UDP




Components of NFS -
Server-side NFS (1)

U NFS Server
» Export sharing filesystem
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» System dependent
« Waiting for “mount request”
» mountd (rpc.mountd) daemon
» Waiting for “file access request”
» nfsd (rpc.nfsd) daemon
* Lock the files being accessed (optional)
» lockd (rpc.lockd) deamon
* Check the correctness of the files (optional)
» statd (rpc.statd) daemon



Components of NFS -
Server-side NFS (2)

Exporting filesystem
1. Edit export configuration file

»  Each line is “what to export and how”

2. Reload related daemons

System Exports info file How to reload

FreeBSD /etc/exports kill -1 <mountd’s pid>
service mountd reload

/etc/rc.d/mountd reload

Linux /etc/exports /ustr/sbin/exportfs -a

Solaris /etc/dfs/dfstab /usr/sbin/shareall

SunOS /etc/exports /usr/sbin/exportfs -a




Components of NFS -
Server-side NFS (FreeBSD - 1)

U Exporting filesystem

« /etc/exports
» White-space separated

» Format: directory-list options-list client-list

Option Description

-T0 Exports read-only, default is (read-write)
-alldirs Allow any subdirectory to be mounted
-maproot=user Maps root to the specified user.

-mapall=user Maps all UIDs to the specified user.

Client Description

hostname Host name (ex: mailgate ccserv)

netgroup NIS netgroups

-network -mask -network 140.113.235.0 -mask 255.255.255.0




Components of NFS -
Server-side NFS (FreeBSD - 2)

L Example of /etc/exports
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* Network and mask cannot appear on the same line with hosts and netgroups

d Reload daemons
* 9% kill -1 “cat /var/run/mountd.pid’
e /etc/rc.d/mountd restart

e service mountd reload



Additional Example of /etc/exports

COoO0DO0O000 00

iy N

/usr /usr/local -maproot=0:10 friends

/usr -maproot=daemon jal.tw 140.113.1.1

/usr -ro -mapall=nobody

/u -maproot=bin: -network 131.104.48 -mask 255.255.255.0
/a -network 192.168.0/24

/a -network 3ffe:1cel:1:fe80::/64

/u2 -maproot=root friends

/u2 -alldirs -network cis-net -mask cis-mask

/cdrom -alldirs,quiet,ro -network 192.168.33.0 -mask 255.255.255.0
/private -sec=krb51

/secret -sec=krb5p

V4:/ -sec=krb5:krb5i:krb5p -network 131.104.48 -mask 255.255.255.0
V4:/ -sec=sys:krb5:krb51:krb5p grumpy.cis.uoguelph.ca



Components of NFS -
Server-side NFS (Linux.1)

U Exporting filesystem

» /etc/exports

» Format: directory client-list-with-option
» Ex: /homel ccbsd5(ro)

Client Description

hostname Host name (ex: mailgate ccserv)

(@netgroup NIS netgroups

ipaddr/mask CIDR-style specification (ex: 140.113.235.2/24)

Wild cards * ?

FQND with wild cards (ex: ccbsd*.csie.nctu.edu.tw)




Components of NFS -
Server-side NFS (Linux.2)

Option Description
r0,IwW Read-only, Read-write (default)
rw=list Hosts in the list can do rw, others ro only

root_squash

Maps UID 0 and GID 0 to the value of anonuid and anongid
(default)

no_root squash

Allow root access

all squash

Maps all UID and GID to anonymous one

subtree check

Check that the accessed file is in the appropriate filesystem
and in the exported tree.

no_subtree check

Disables subtree checking

anonuid=xxx

Related to root _squash

anongid=xxx

Related to root_squash

secure Require remote access from privileged port
insecure Allow remote access from any port
noaccess Prevent access to this dir and it’s subdir




Components of NFS -
Server-side NFS (Linux.3)

L Example of /etc/exports
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U Run /usr/sbin/exportfs

* 9% /usr/sbin/exportfs -a
» Maintain /var/lib/nfs/xtab table which is read by mountd



Components of NFS -
Server-side NFS (Solaris.1)

L Exporting filesystem
« /etc/dfs/dfstab

» Each line will execute “share” command to export one NFS
» [format] share -F nfs -o option-list directory

» Ex: share -F nfs -o rw=ccbsd5.csie.nctu.edu.tw /home2
(d Run shareall command

e 9% /usr/sbin/shareall

Client Description

hostname Host name (ex: mailgate ccserv)

netgroup NIS netgroups

I[P networks @CIDR-style specification (ex: @140.113.235.2/24)
DNS domains XxX.yyy any host within the domain (ex: .nctu.edu.tw)




Components of NFS -
Server-side NFS (Solaris.2)

Option

Description

ro,r'w

Read-only to all, Read-write to all

ro=list, rw=list

Hosts 1n the list can do ro/rw

root=list

Lists hosts permitted to access this filesystem as root. Otherwise,
root access from a client is equivalent to by “nobody”

anon=xxx

Specify the UID to which root is remapped. Default is “nobody”

anongid=xxx

Related to root_squash

nosub

Forbids clients to mount subdirectories

nosuid

Prevents setuid and setgid from being created




Components of NFS -
Server-side NFS (3)
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1 nfsd daemon

« Handle NFS file access request from NFS clients
* Number of nfsd 1s important

» Too small, some NFS request may be not served
» Too large, load will be high

d In FreeBSD
» Specify nfsd options in /etc/rc.conf

» nfs_server enable="YES”

» nfs_server flags="-u -t -n4"”



Components of NFS -
- client-side NFS (1)

O NFS Client
* Mount NFS filesystem first
* Access file under NFS filesystem
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J mount command

» [format]

» mount [-0 options] host:directory mount-point
e« EXx:
> % mount -t nfs ccbsd4:/home/www /home/nfs/www
O /etc/fstab (/etc/vfstab in Solaris)

> % mount -a -t nfs (FreeBSD, Linux)
» % mount -a -F nfs (Solaris)

» Aborting 20-hour simulation after running for 18 hours due to transient
@ network glitch



Components of NFS -
client-side NFS (2)

L NFS mount flags

Flag Systems Description

ro or rw S,L.F Mount the NFS as ro or rw

bg S,L,F If failed, keep trying in background

hard S, If server down, access will keep trying until server comes back
soft S.L,F If server down, let access fail and return error
intr, nointr | S,L,F Allow/Disallow user to interrupt blocked access
retrans=n S,LF # of times to repeat a request before error return
timeo=n S,LF Timeout period of requests (tens of seconds)
rsize=n S,L.F Set read buffer size to n bytes

wsize=n S,L.F Set write buffer size to n bytes

vers=n S Selects NFS v2 or v3

nfsv3,nfsv2 | F Selects NFS v2 or v3

proto=prot | S tcp or udp

tep L.,F Select TCP. UDP is default




Components of NFS -
client-side NFS (3)

O Client side daemons that enhance performance
* biod (block I/O daemon, or called nfsiod)
» Perform read-ahead and write-behind caching

» /etc/rc.d/nfsclient start

User Process

write (fd, buf, 2048) ;

NFS
write (fd, buf, 2048) ; 8k buffer
write (fd, buf, 2048) ;

write (fd, buf, 2048) ; o
immediate return

o
immediate return

.
immediate return

>

write() passes buffer to biod
or makes its own RPC call

Figure 6-2. NFS buffer writing



0
Components of NFS -
NFS Utilities (1)

O nfsstat

« Display NFS statistics
» % nfsstat -s (display statistics of NFS server)
» % nfsstat -c (display statistics of NFS client)

Client Info:
Rpc Counts:

Setattr Lookup Readlink Read rite Create
445576614 5294866 1645 68240455 467916909 98471
' Symlink Mkdir Emdixr Readdir RdirPlus
136, 4316 3743 122136 0
PathConf Commit
1492
R'I:u: Info:
TimedOut Invalid X Re = etries Reques fﬂ
l [ 27
Cache Info:
Attr Hits Ses : BioR Hits {1=z=e= Bioll Hits
137344276  362. .Jn>= G2 -62007627 682 204 ?J“”F4qu
BioRLHits {1 = Ba L= ' : DirE Hits Misses Ac =
410354 645 267”""C” 39634 254489 1 ”E”E“T7h




Components of NFS -
NFS Utilities (2)

O showmount
* % showmount -e cchome
> show the hosts’s export list
* % showmount -a
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» List all mount points




NFS in FreeBSD

d NFS server
o Edit /etc/rc.conf
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J NFS client
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OK, Let’s go to Homework.



